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Abstract: In order to auto detect the underlying malicious code fragments in complex, heterogeneous and massive
evidence data about digital forensic investigation, a framework for malicious code fragment detecting algorithm
based on TensorFlow was proposed by analyzing TensorFlow model and its characteristics. Back-propagation
training algorithm was designed through the training progress of deep learning. The underlying binary feature
pre-processing algorithm of malicious code fragment was discussed and proposed to address the problem about
different devices and heterogeneous evidence sources from storage media and such as AFF forensic containers. An

algorithm which used to generate data set about code fragments was designed and implemented. The experimental
results show that the comprehensive evaluation index F, of the method can reach 0.922, and compared with
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CloudStrike, Comodo, FireEye antivirus engines, the algorithm has obvious advantage in dealing with the

underlying code fragment data from heterogeneous storage media.

Keywords: auto forensics, deep learning, full connected network, malicious code fragment
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Figure 1  Forensic algorithm framework for malicious code fragment
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CrowdStrike 0.667 0.096 0.168
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